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The Counterintelligence and Export Control Section (CES) of the Justice Department’s National
Security Division (NSD), and the U.S. Attorney’s Office for the Northern District of California
(NDCA) today announced that Cadence Design Systems Inc. (Cadence), a multinational
electronic design automation (EDA) technology company headquartered in San Jose, California,
has agreed to plead guilty to resolve charges that Cadence committed criminal violations of
export controls by selling EDA hardware, software, and semiconductor design intellectual
property (IP) technology to the National University of Defense Technology (NUDT).

NUDT, a university in the People’s Republic of China (PRC) under the leadership of the PRC’s
Central Military Commission, was added to the U.S. Department of Commerce’s Entity List in
February 2015 due to its use of U.S.-origin components to produce supercomputers believed to
support nuclear explosive simulation and military simulation activities in the PRC.


https://www.justice.gov/opa
https://www.justice.gov/opa
https://www.justice.gov/d9/2025-07/cr_25-00217-ejd-02_plea_agreement.pdf
https://www.justice.gov/d9/2025-07/cr_25-00217-ejd-01_information.pdf

Today, the Department filed in the U.S. District Court for the Northern District of California a
criminal information charging Cadence with conspiracy to commit export control violations and
the Department’s plea agreement with Cadence, pursuant to which the company has agreed to
plead guilty and pay criminal penalties of nearly $118 million to resolve the charges.

In addition to the criminal charges, the U.S. Department of Commerce, Bureau of Industry and
Security (BIS) today announced the resolution of a parallel civil enforcement action against
Cadence in which Cadence has agreed to pay over $S95 million in civil penalties. The Department
of Justice and BIS have coordinated the resolution of the parallel criminal and civil actions, with
each agreeing to credit against their respective fines a portion of the payments made by
Cadence to satisfy the other agency’s fine. After the Department of Justice and BIS credit
payments made by Cadence under the coordinated agreements, Cadence will pay aggregate
net criminal and civil penalties and forfeiture totaling more than $140 million.

“Cadence has agreed to accept responsibility for unlawfully exporting sensitive semiconductor
design tools to a restricted Chinese military university and has implemented a strong export
compliance program to help prevent any further illegal transmission of American technology,”
said Assistant Attorney General for National Security John A. Eisenberg. “American ingenuity is
one of our Nation’s most precious assets, and the National Security Division will vigorously
enforce U.S. export control laws to protect the technological advantage we enjoy because of
that ingenuity.”

“Export controls safeguard America’s advanced technological know-how from falling into the
wrong hands, which is particularly important in the Silicon Valley as the epicenter of
groundbreaking innovation,” said U.S. Attorney Craig H. Missakian for the Northern District of
California. “With this plea, Cadence has admitted to unlawfully exporting its semiconductor
design technology to a restricted PRC military university using a front company, and accepted
responsibility for its wrongdoing. Cadence’s remedial measures are a positive step toward
rectifying the company’s violations of export control laws and demonstrating corporate
responsibility.”

“Protecting the U.S. semiconductor industry is critical to our national defense,” said Assistant
Director Roman Rozhavsky of the FBI's Counterintelligence Division. “Working with NUDT, which
has been on the entity list for a decade for its work to advance China’s military capabilities, is
unacceptable. The FBI will stop at nothing to defend the homeland from China’s Communist
Party.”

According to Cadence’s admissions and court documents, from February 2015 to April 2021,
Cadence and its indirectly owned and wholly controlled subsidiary in the PRC, Cadence Design
Systems Management (Shanghai) Co. Ltd. (Cadence China), engaged in a conspiracy to commit
export control violations in connection with the provision of EDA tools that were subject to the
Export Administration Regulations (EAR) to NUDT through Central South CAD Center (CSCC),


https://www.bis.gov/press-release/cadence-design-systems-pay-95-million-penalty-bis-unauthorized-exports-chinese-entities-tied-development

an alias for NUDT, and another associated entity, Phytium Technology Co. Ltd. (Phytium), without
seeking or obtaining the requisite licenses from BIS. Specifically, Cadence, Cadence China, and
their employees exported, reexported, and transferred in-country U.S.-origin EDA tools to CSCC
in the PRC, despite having knowledge that CSCC was an alias for NUDT. As a result, Cadence
and Cadence China exported and caused to be exported EDA tools at least 59 times through
September 2020, when Cadence terminated Cadence China’s business relationship with CSCC
due to CSCC'’s association with NUDT.

In court documents, Cadence admitted that Cadence China employees installed EDA hardware
on NUDT’s Changsha, China, campus and that NUDT personnel downloaded EDA software and
IP technology from Cadence’s download portals while Cadence and Cadence China, through its
employees, had knowledge that NUDT had been added to the Entity List. On Feb. 18, 2015, the
same day that NUDT was added to the Entity List, Cadence’s export control officer emailed
Cadence and Cadence China employees that NUDT had been added to the Entity List “meaning
that export licenses will be required if sales are made.” Further, in March 2016, a Cadence China
employee authored a presentation for a quarterly sales review meeting with her colleagues
stating (as translated from Chinese) that as of Feb. 18, 2015, the U.S. Department of Commerce
had “embargoed” four national supercomputer centers in the PRC, including NUDT, due to U.S.
microprocessor chips being used in the “TianHe” supercomputing systems believed to be used
for nuclear explosion simulation. Cadence also admitted that its employees who conducted
work at CSCC'’s location on NUDT’s campus knew about connections between CSCC and the
PRC military.

According to Cadence’s admissions and court documents, employees of Cadence China did not
disclose to and/or concealed from other Cadence personnel, including Cadence’s export
compliance personnel, that exports to CSCC were in fact intended for delivery to NUDT and/or
the PRC military. For example, in May 2015, a few months after NUDT was added to the Entity
List, Cadence’s then-head of sales in China emailed colleagues, cautioning them to refer to their
customer as CSCC in English and NUDT only in Chinese characters, writing that “the subject
[was] too sensitive.” Further, in October 2019, a Cadence China employee instructed another to
recall and recirculate an updated version of a weekly email on Cadence China’s customers in
the PRC. The updated version of the weekly email removed a reference to the People’s
Liberation Army of the PRC in relation to CSCC that was written in the original version.
Employees of Cadence’s subsidiaries, including employees of Cadence China involved in sales
to CSCC, also received sales commissions that incentivized achieving sales quotas as part of
their compensation packages.

Further, in October 2020, while Cadence and Cadence China had knowledge that items
previously sold and exported to CSCC had in fact been exported to NUDT in violation of U.S.
export control laws, Cadence consented to CSCC’s assignment to Phytium, a semiconductor
company closely associated with CSCC and NUDT in the PRC, of CSCC'’s contracts for Cadence



EDA tools. Prior to the transfer of Cadence’s business from CSCC to Phytium in or about
October 2020, Cadence’s business with CSCC included contractual agreements with Phytium,
reflecting Phytium’s ongoing collaboration with CSCC and NUDT during the period in which
CSCC was used as an alias for NUDT. Cadence, through its subsidiaries, including Cadence
China also had knowledge that Cadence China’s business with CSCC involved Phytium, and that
NUDT personnel were affiliated with Phytium. Some of Cadence China’s contracts with CSCC
listed Phytium as the contractual party and stated that the work would occur at NUDT. Internal
Cadence communications show certain Cadence employees’ understanding that CSCC and
Phytium were effectively the same entity both before and after the decision to transfer Cadence
China’s business from CSCC to Phytium. Cadence and Cadence China transferred U.S.-origin
EDA software and IP technology to Phytium until February 2021. In March 2021, Cadence placed
Phytium on export hold as a result of its internal compliance review and discontinued
transactions with Phytium without completing all of the originally anticipated transfers,
including any hardware transfers. Phytium was later designated on the Entity List in April 2021.

CES and NDCA entered into the plea agreement with Cadence after considering the factors set
forth in the Department’s Principles of Federal Prosecution of Business Organizations and

the National Security Division Enforcement Policy for Business Organizations (NSD
Enforcement Policy). The Department reached this resolution with Cadence based on a number
of factors, including Cadence’s failure to voluntarily disclose the misconduct to NSD pursuant
to the NSD Enforcement Policy; the nature and seriousness of the offense, which included
exports of sensitive semiconductor design tools and technology to a restricted PRC military
university involved in the development of supercomputers with applications for military and
nuclear explosive simulations, and which included Cadence agreeing to an assignment of the
hardware and software contracts to another PRC-based company despite being aware that
those items had been unlawfully exported to a restricted PRC military university; Cadence’s
willingness to accept responsibility for the actions of its employees and agents, including its
subsidiary Cadence China, by entering into the plea agreement with the Department and
resolving the parallel civil investigation with BIS; and Cadence’s efforts to remediate the root
cause of the offense conduct by enhancing and agreeing to enhance further its export control
compliance program. Cadence received partial credit for its cooperation with the Department’s
investigation, which involved collecting and disclosing relevant evidence, facilitating interviews
with certain employees, making detailed factual presentations, and agreeing to toll the statute
of limitations, but Cadence did not receive full credit for cooperation because it failed
proactively to obtain and disclose to the government relevant communications, and it failed
proactively to facilitate interviews of certain China-based employees with information relevant
to the offense conduct. Accordingly, the amount of the criminal monetary penalty attributable
to the criminal fine reflects a 20 percent reduction off the statutory maximum fine.

The plea agreement is subject to the approval of a federal district judge in the Northern District
of California.
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BIS’s Office of Export Enforcement and the FBI investigated the case.

Chief Counsel lan C. Richardson, Deputy Chief Counsel Christian J. Nauvel, and Trial Attorney
Emma Dinan Ellenrieder of the National Security Division’s Counterintelligence and Export
Control Section, together with Assistant U.S. Attorney Eric Cheng of the National Security and
Special Prosecutions Section of the U.S. Attorney’s Office for the Northern District of
California, are prosecuting this case.
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Department of State Employee Sentenced for Transmitting National
Defense Information to Suspected Chinese Government Agents

A U.S. Department of State (DOS) employee was sentenced today to 48 months in prison for

conspiring to collect and transmit national defense information to individuals he believed to
be...
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U.S. Navy Sailor Convicted of Spying for China

Yesterday, on Aug. 20, a federal jury convicted Jinchao Wei, also known as Patrick Wei, of
espionage and export violations. Wei was an active-duty U.S. Navy sailor stationed at Naval...
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Chinese National Sentenced for Acting at North Korea’s Direction to
Export Firearms, Ammo, Tech to N. Korea

Anillegal alien from China was sentenced to 96 months in prison for illegally exporting
firearms, ammunition, and other military items to North Korea by concealing them inside
shipping containers...

August 19, 2025
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