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Security Guidance, you will be familiar with the cloud security best practices you need to evaluate a cloud
project.

Download the CSA Security Guidance v4.0 today.
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Security Domains

The domains which comprise the CSA Guidance are tuned to address both the strategic and tactical
security “pain points” within a cloud environment and can be applied to any combination of cloud
service and deployment model. We have over 25+ research working groups dedicated to creating

further guidance and frameworks for these domains.

DOMAIN 1
Cloud Computing Concepts and Architecture
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DOMAIN 2
Governance and Enterprise Risk Management

DOMAIN 3
Legal Issues, Contracts, and Electronic Discovery
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DOMAIN 4
Compliance and Audit Management

DOMAIN 5
Information Governance

DOMAIN 6
Management Plane and Business Continuity

|
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DOMAIN 7
Infrastructure Security

DOMAIN 8
Virtualization and Containers

DOMAIN 9
Incident Response, Notification and Remediation
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DOMAIN 10
Application Security

DOMAIN 11
Data Security and Encryption

DOMAIN 12
|dentity, Entitlement and Access Management

DOMAIN 13
Security as a Service

DOMAIN 14
Related Technologies
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